Abstract-In this correspondence, we investigate the physical layer security for cooperative nonorthogonal multiple access (NOMA) systems, where both amplify-and-forward (AF) and decode-and-forward (DF) protocols are considered. More specifically, some analytical expressions are derived for secrecy outage probability (SOP) and strictly positive secrecy capacity. Results show that AF and DF almost achieve the same secrecy performance. Moreover, asymptotic results demonstrate that the SOP tends to a constant at high signal-to-noise ratio. Finally, our results show that the secrecy performance of considered NOMA systems is independent of the channel conditions between the relay and the poor user.
Due to the broadcast nature of the wireless communication, the concept of physical layer security was initially proposed by Wyner in [7] . Physical layer security, as an appealing method to implement secure communication, has received considerable interest recently. Until now, the secrecy performance analysis for different systems has been extensively considered in the literature, such as MIMO (transmit antenna selection and maximal ratio combining) [8] , cooperative diversity [9] , energy harvesting [10] , and cognitive radio [11] . However, these works are not related to the NOMA system. Recently, the physical layer security for 5G NOMA in stochastic geometry networks was considered in [12] . Later, an extension of [12] was presented in [13] where two different structures were proposed to improve the secrecy performance for single-antenna and multiple-antenna stochastic geometry networks, respectively. In [14] , a new design of NOMA under secrecy considerations was proposed and the optimal designs of decoding order, transmission rates, and power allocated to each user were investigated. To the best of the authors' knowledge, there are few works related to the analysis of the physical layer security in cooperative NOMA systems. Thus, this is the main motivation of this work.
In this correspondence, we consider a cooperative NOMA system with a single relay where both AF and DF protocols are considered. More specifically, we assume that the NOMA users are affected by an eavesdropper. With this setting, analytical expressions for the secrecy outage probability (SOP) and strictly positive secrecy capacity (SPSC) are derived. At high signal-to-noise ratio (SNR) regimes, results show that the secrecy performance of AF and DF NOMA systems is the same. Finally, it is observed that the secrecy performance of NOMA systems at high SNR is independent of the channel condition between the relay and the poor user.
II. SYSTEM AND CHANNEL MODELS
Consider a NOMA system including a base station (BS), two users (UE1, poor user, and UE2, strong user), a relay, and an eavesdropper (E) in a cellular network, where BS is located in the center of the cell, and users and E are very close to the cell bound. Therefore, we assume that there are no direct links between BS and the users, as well as E. We further assume that all nodes in the network have single antennas and all the channels suffer from independent Rayleigh fading. Similar to the most assumptions in the literature, we assume that E can obtain the messages from relay to users, including the forwarding protocol at relays, and decoding method at users.
In the first time slot, the superimposed mixture, (α 1 s 1 + α 2 s 2 ), are broadcast from BS to the relay, where s i (i = 1, 2) is the unit power signal received by user i and α i is the power allocation coefficient. To fulfill UE1's QoS requirements, we set that α 1 ≥ α 2 and define the power allocation coefficients satisfy the equation α [15] . Then, the received signal at the relay can be written as
where h r denotes the channel gain between the BS and the relay and ω r is the additive white Gaussian noise with zero mean and variance N 0 . In the next, we describe the transmission procedures for AF and DF protocols, respectively. 
A. Amplify-and-Forward
For AF, in the second time slot, the relay amplifies and forwards its received signals to the two users. Then, the received signal at the user i is y
where β is the amplifying factor given by β = P r P s |h r | 2 + N 0 [16] , g r,i is the channel between relay and UEi, ω r,i denotes the additive Gaussian noise with zero mean and variance N 0 , and P r is the transmit power of the relay. We assume that P r = P s , then β =
where ρ = P s /N 0 = P r /N 0 denotes the average SNR of the legal links. In (2), g r,i is the small-scale fading coefficient between the relay and user i.
Meanwhile, due to the broadcast nature of wireless transmissions, E also receives a copy of the signal from the relay and then the received signal at E is given by
where g r,E denotes the channel gain from the relay to E and ω r,E is the additive Gaussian noise with variance N E . Similar to [1] , [13] , successive interference cancellation (SIC) can be applied in the NOMA system to decode the signal s i of user i. Hence, the AF-based transmission capacity from the relay to user i can be written as
where
denotes the instantaneous signal-to-interference-plus-noise ratio (SINR) at UE1 and
is the received SNR at UE2.
In this work, like [12] , [13] , we consider the worst case and assume E has the multiuser detection ability. In particular, parallel interference cancellation (PIC) is used at E to distinguish the superimposed mixture. Then, the channel capacity from the relay to E can be expressed as
is the received SNR at E and ρ E = P r /N E is the average SNR of the illegal link between the relay and E.
With (4) and (5), the secrecy rate of the AF-based NOMA systems for user i is given by
where x + = max {x, 0}.
B. Decode-and-Forward
For DF case, the relay first decodes its received superimposed message from BS and then re-encodes and forwards it to the destination. Then, the received signals at UEi and E can be shown to be given by
where Θ ∈ i, E. The channel capacity of a DF relaying system is min {C B S −R , C R −U E i }, where C B S −R and C R −U E i denote the capacity from BS to relay and relay to UEi, respectively. Hence, the capacity of the main channels is
and
Similarly, the capacity of the eavesdropping channel is
Finally, the secrecy capacity of the DF-based NOMA systems for UEi can be expressed as
III. SECRECY PERFORMANCE ANALYSIS
In this section, we evaluate the secrecy performance in terms of SOP and SPSC metrics. To obtain more insights, we also provide the asymptotic SOP analysis. 
A. Secrecy Performance for AF-
where R i is the target data rate for user i and C 
By using the broadusing inequality xy/(x + y) ≤ min {x, y} [17] , Pr1 can be further approximated as
where A = . However, it is still difficult to obtain a closed-form for (14) . To address this, we use the fact P (ε 1 , ε 2 ) = P (ε 1 ) − P (ε 1 , ε 2 ), where ε 2 denotes the complementary event of ε 2 . Then, we have
With (15) and (16) 
In (18), λ 0 , λ 2 and λ E are the Rayleigh channel parameters corresponding to |h r | 2 , |g r,2 | 2 , and |g r,E | 2 , respectively. On the other hand, P 2 can be obtained as
Finally, with (12), (17)- (19), the SOP for the AF relaying NOMA systems is
2) SPSC Analysis: SPSC, one of the fundamental benchmark for secrecy performance, denotes the probability of existence of secrecy capacity [18] . Thus, the SPSC for an AF relaying NOMA system is readily given by
Using a similar analysis developed in Section III-A1, we obtain SPSC as
B. Secrecy Performance for DF-Based NOMA Systems 1) SOP Analysis:
From (8)- (11), the SOP for the DF-based NOMA systems is given by
Similar to the analysis done in Section III-A1, we can obtain an upper bound of instantaneous SINR as
. Therefore, Pr2 can be expressed as
Finally, from (23) and (24), the SOP for the DF-based NOMA systems is
Remark 1: Comparing (20) with (25), we can observe that the SOP expressions of AF and DF NOMA systems are the same at high SNR regime.
2) SPSC Analysis: Similar to Section III-B1, we have
. Then, the SPSC for a DF case can be expressed
From above analysis, we can find that the secrecy performance of an AF NOMA system is very close to that of the DF case, which can be verified by the simulation results in Section IV.
Remark 2: From the analytical expressions of SOP and SPSC for both AF and DF protocols, we can see that the secrecy performance at high SNR is independent of the channel between the relay and UE1. Furthermore, we note that the instantaneous SINR at high SNR tends to a constant, i.e. . According to the definition of the cooperative NOMA, the poor user should be quickly connected with a low data rate, while the strong one should be served opportunistically [15] . Therefore, for high ρ, the poor user compared to the strong user is easy to obtain a secure communication, which in turn results in the conclusion that the secrecy performance of NOMA systems is mostly determined by |h r | 2 , |g r,2 | 2 and |g r,E | 2 at high SNR regimes.
C. Asymptotic SOP Analysis
To investigate the asymptotic secrecy performance, we also provide an asymptotic SOP analysis.
From ( 
Similarly, from (23), the asymptotic expression for a DF based NOMA is given by
From (27) and (28), we can find that the asymptotic expression of the AF relaying NOMA is equal to that of its corresponding DF case when ρ → ∞. Moreover, from (12) and (23), for both relaying protocols, we can observe that the capacity of the strong user's link must be larger than its target rate R 2 . Therefore, the SOP expressions of AF and DF relaying NOMA systems are only affected by the channels between the relay and E when ρ → ∞. 
IV. NUMERICAL RESULTS
In this section, we present some insightful numerical results to disclose the secrecy performance of cooperative NOMA systems. Also, Monte-Carlo simulation results are provided to verify our analytical results.
In Fig. 1 , we plot the SOP curves for different parameters. From  Fig. 1 , we can observe that the SOP of both AF and DF relaying NOMA tends to be a constant when ρ is large enough, which is proved in Section III-C. For such a case, the SOP performance is only related to R i and ρ E . However, to ensure a reliable communication, small values for the target rate and the average SNR of the eavesdropper link should be chosen since the superimposed message is transmitted to two different destinations, which means that the NOMA systems have a high secure requirement than the traditional point-to-point communication.
In Fig. 2 , the simulation results of SOP versus ρ when |g r,1 | 2 experiencing different fading are presented. More specifically, we consider three different channel fading models for |g r,1 | 2 , i.e., Rayleigh fading, EW fading [19] , and GK fading [20] . We can see that the curves corresponding to different fading models are close to each other, which verifies the Remark 2 that the values of |g r,1 | 2 do not affect the SOP performance at high SNR regimes.
In Fig. 3 , we plot the SPSC curves for both AF and DF relaying NOMA systems versus ρ for different values of ρ E . Simulation results verify the accuracy of our derivations. Also, the SPSC of the AF relaying strategy is very close to that of the DF case. Furthermore, similar to the SOP analysis, some same observations can be obtained.
Simulations of SOP versus ρ when the main channels experiencing different fading are plotted in Fig. 4 . This figure demonstrates that the curves are close to each other when ρ → ∞. Thus, we can conclude that the secrecy performance of the cooperative NOMA systems are independent of the main channels.
V. CONCLUSION
In this correspondence, we analyzed the secrecy performance of cooperative NOMA systems for both AF and DF protocols. Results show that the SOP of NOMA systems tends to a constant at high SNR regimes. Moreover, for high ρ, the poor user compared to the strong user is easy to obtain a secure communication, which in turn results in the conclusion that the secrecy performance of NOMA systems is mostly determined by |h r | 2 , |g r,2 | 2 and |g r,E | 2 .
